Summary
Staff and students must be made aware of the rules relating to computer use and agree to comply with them before they are allowed access to ICT resources including the Internet.

All Establishments should use these AUPs
Staff and students must be made aware of the rules relating to computer use and agree to comply with them before they are allowed to have access to ICT resources including the Internet.

To ensure consistency, all establishments should now use the AUPs in this document.

Younger children (perhaps P1-P3) and those who would have difficulty understanding the AUP should not be expected to sign but parents need to know what is expected of their children and to give permission for their children to use the Internet. 

Parental permission only has to be given once for the whole of a child’s stay in one school but parents have the right to withdraw their permission at any time.

The AUP also includes sections for parents to give permission for their children’s work and photograph to be published on a website and for their children to be videoed for educational purposes.

The rules for computer and Internet use detailed in the AUP should be displayed

next to all computers.

ADULT AUP

The attached AUP (Education) Adult is based very closely on the ICT ACCEPTABLE USE POLICY issued by Continuous Improvement to all non-teaching Council employees. 

It has been amended to take account of the different conditions of service and work patterns which teachers have.

All adults working within educational establishments, except those who have already signed acceptance of the ICT ACCEPTABLE USE POLICY issued by Continuous Improvement, must sign acceptance of this AUP if the wish to use ICT resources within educational establishments.

STUDENT AUP

The AUP (Education) Student consists of three sections:

· Covering letter to parents

· List of rules

· Agreement form

Both parent and student should sign the form. Students who are 16 or over can sign for themselves.

For young children and those with additional learning needs, a pranet’s signature alone would be sufficient.

The Agreement Form contains a section for parents to agree to photos, videos, etc of children to be made available electronically by the school.

Heads of Establishment have responsibility for ensuring that staff and student AUPs are signed.

Acceptable use policies
Adult AUP (Education)
1.  Introduction

1.1  Aberdeen City Council (‘the Council’) recognises the benefits of Information and Communications Technology (‘ICT’) and encourages the use of ICT equipment, systems and services in all aspects of its business, including educational establishments.

1.2  It is important that the use of ICT Resources is regulated however, to ensure that the Council complies with relevant legislation, regulatory codes of practice, its own corporate governance requirements and best ICT practice. The Council has developed this ICT Acceptable Use Policy (Education) to set standards and provide Users with clear instruction and guidance on what constitutes acceptable and unacceptable use.

2.  Scope and Definitions

2.1  This Policy applies to all Teachers who have access to ICT Resources provided by the Council in Educational Establishments, meaning all:

Teachers and probationer teachers

Any other adult with access to ICT Resources who has not already signed the ICT Acceptable Use Policy issued by Continuous Improvement

 Managers should make staff for whom they have day-to-day line management responsibility aware (via team meetings/briefings) of the ICT Acceptable Use Policy & its obligations and any additional ones which might arise from periodically published ICT Security guidance/advisories. 

2.2  For the purposes of this Policy, ICT Resources means all elements of the Council’s ICT   infrastructure, comprising:

Data network and main computer systems;

PCs and portable computers (e.g. laptops, notebooks, tablets and mobile devices (e.g. Blackberries/Personal Digital Assistants (PDAs) etc.);
Peripheral computer equipment (e.g. printers, scanners, digital copiers, external drives and portable media);

Software and other services (including e-mail and the Internet) accessed through any of the above;

Data and information accessed through any of the above (regardless of where they are located or how they are processed or communicated).

3.  General Responsibilities

3.1  Users must take all reasonable steps to comply with this Policy and should endeavour to ensure that ICT Resources are used effectively, safely and securely and that they are not exposed to avoidable damage or destruction.

AUP (Education) adult
3.2   Both Managers and Users must recognise that information is one of the Council’s most important 

assets.  There could be extremely serious consequences if it were to be lost, stolen, compromised and misused.  The methods employed to protect information must always be commensurate with its importance to the Council and any confidentiality/sensitivity associated with it (particularly in respect of people that such information might relate to).  It should also be noted that information assets might be irreplaceable and that severe criminal or civil law penalties could result, with such penalties affecting individual Managers and Users as well as the Council itself.

4.  Rules of Acceptable Use

4.1  Users must familiarise themselves with and observe the following Rules of

Acceptable Use, which apply to all ICT Resources.

(a)  Users must not request, create, adapt, access, use, retain or send (whether as plain text, jokes, cartoons, images or any other form):

Material which is, or might be considered illegal, obscene, indecent or pornographic (including any material which depicts nudity or is otherwise sexually explicit);

Material which promotes any form of deception, defamation, discrimination, harassment, maliciousness, misrepresentation, racism, victimisation, intolerance or violence;

Material which might be considered offensive (on grounds of sex, race, disability, religion or belief, sexual orientation, appearance, gender or otherwise);

(b) Users must never impersonate others or use another person’s login when using ICT Resources.  

However, it may sometimes prove necessary for systems to be accessed by the Council’s management, nominated representatives and/or the Police (in particular circumstances), and for the contents of a User’s ICT accounts to be examined. The Council reserves the right to do this in circumstances such as:

· Users’ absence through illness, holiday etc. – with someone having to temporarily carry out their duties, with related responsibilities having been assigned beforehand (in the case of instances of absence which can be forecast);

· Users having left the Council’s employment or having transferred to an unrelated post within the Council;

· The Council involving the Police for the purposes of the prevention or detection of crime or in the interests of national security.

Furthermore, Users are to advise their line manager, prior to leaving their post, of their User account details and any important information held in their accounts (in order that such information can be retrieved and the accounts closed).

Should Managers require access to Users’ accounts during periods of absence which couldn’t be forecast, the Managers should record the purposes for which they require access, noting the applications accessed, maintaining a log for the period which they required access.

If it does become necessary for Users’ ICT accounts to be accessed by other than the related Users, then Managers must ensure individual records of all related activities are created. ICT technical support should then be requested to either delete the account(s) or temporarily change the respective Users’ password(s) once there is no further need to access such accounts.  Managers must then ensure that their related Users are made aware of what has happened and that they need to change ICT default passwords to ones of their own choosing.

(c)  Users must not knowingly or carelessly expose the Council to avoidable risk through the introduction of computer viruses. Viruses can be introduced in a variety of ways; therefore all CDs, DVDs, floppy discs, flash drives, e-mail messages and attachments must be checked for viruses before being installed, opened or used.

 (d)  Users must not breach copyright laws and must not:

Access, load, run, copy or adapt licensed or unlicensed software other than in accordance with the terms of the relevant licence, where one exists;

Download, copy or adapt any material from the Internet except that which is allowed by the copyright owner and which is for work related purposes (which includes work-related private study, as supported or sponsored by the Council).

(e)  Users must not alter the set-up of ICT Resources by adding or removing software, hardware or services.  The SD&D Operations Helpdesk must always be contacted in the first instance (with related requests being subsequently considered for approval by the relevant (SD&D) Account Manager and/or ICT Development Officer, in order to ensure compliance with this policy).

(f)  Users must take reasonable steps to protect confidentiality and must not:

Access, or attempt to access, ICT Resources or data which they are not authorised to use;

Allow unauthorised persons to access ICT Resources or data;

Disclose any electronic or related hard-copy material/data/information which they are not authorised to 
(g)  Users must not use ICT Resources for unlawful purposes or for any other purpose that could bring the Council into disrepute or damage the effectiveness of its ICT Resources. . This includes the use of ICT Resources to do any of these things by expressing opinion or providing commentary using, primarily, e-mail and the Internet (see in conjunction with 4.1a above).
(h)  Users must comply with Council policies, procedures and guidance in respect of data protection and physical security.

(i)    Users must not leave computers unattended in such a state as to risk unauthorised access to and disclosure of information.  This may entail closing e-mail programs, logging-off from the computer, activating password-protected screensavers, etc.;

4.2  Users should be aware that improper e-mail messages might be interpreted as reflecting adversely on both the Council and the sender.  It is therefore important that all e-mails are written with the same due care and consideration as would apply to other business correspondence, by applying appropriate standards of protocol, language and style.  The Council, as a public body, is subject to a high level of scrutiny and damaging e-mail messages might ultimately have to be disclosed for the Council’s Disciplinary Procedures, criminal or civil law investigations/evidence-gathering purposes.  
5.  Personal Use

5.1  Personal use of ICT Resources is permitted, subject to the above Rules of Acceptable Use and the following conditions:

Personal use (except for emergencies) should only be undertaken in a User's own time, so that it does not interfere with work responsibilities and effective service delivery. 

Personal use of the Internet must not exceed 1 hour 15 minutes per week;

Personal use of e-mail is unrestricted (but see  5.2 below), providing it is undertaken in a User's own time, so that it does not interfere with work responsibilities and effective service delivery. Only basic messages are permitted to be sent (i.e. attachments are not permitted).

5.2  Permitted personal use of ICT Resources does not extend to:

Using personal Internet e-mail accounts (e.g. hotmail, lycos, yahoo);

· Retaining any personal document or file for more than 1 week (except information recorded in  electronic diaries); 

Sending personal e-mail attachments;

Subscribing to web-site services, if such subscription generates further, multiple, communications;

Using instant messaging services or chat rooms;

Making any form of online payment, such as online shopping;
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6. Monitoring

6.1  Any monitoring process used by the Council will comply with the relevant requirements of the Data Protection Act 1998 and the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000.

6.2 Lawful monitoring may be made on all computer use, internet use and e-mail messages sent and received to ensure compliance with this AUP. This applies to all Users, both adult and student.
AUP (Education) adult
7.  Reporting Procedures

7.1  Where any requirement of this Policy appears to have been breached, whether deliberately or accidentally (including receiving unsolicited material), Users should report the matter immediately to their:

Head teacher

Principal Officer (Learning Resources)

7.2  Management investigations into the causes of breaches should ascertain the cause of any losses, theft or damage to PCs/portable computers and the consequences of any data or information being compromised or irrecoverable.  Action should then be taken to mitigate the effects of same.  The implications of such data or information being compromised could be considerable and far reaching, particularly in respect to any which relate to individual persons/groups (e.g. people at risk). The implications of data or information being misused could also extend to the Council and its Services – with the possibility of the Council being exposed to litigation as well as adverse publicity. Schools should report details of all such losses, theft and damage to the Principal Officer (Learning Resources), as per sub-section 7.1 above. 
7.3  Deliberate breaches of this Policy will be viewed extremely seriously and, where circumstances warrant, will be dealt with in accordance with the relevant Disciplinary Process.

8.  Discipline

8.1  In cases where it is necessary to investigate apparent breaches of this Policy, an investigation will be undertaken in accordance with the relevant agreed Disciplinary Process. This investigation may involve the examination of records held on ICT Resources, subject to the requirements of the law.

8.2  Where an investigation has been undertaken and where an allegation is substantiated, appropriate action may be taken within the terms of the relevant agreed Disciplinary Procedure.

8.3  Serious breaches of this Policy e.g. deliberately accessing or otherwise using pornographic or other indecent or obscene material, or participating in any form of e-mail harassment, may amount to gross misconduct and lead to dismissal.

ICT ACCEP
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8.4  Advice and guidance on the application of the Council’s Disciplinary Process is available from Head of Human Resources.  Legal and ICT Security specialist support is provided by the Legal Manager (Policy & Advice), City Solicitor and SD&D, ICT Security (Policy & Strategy) staff. 

8.5  In certain circumstances, breaches of this Policy may also be a criminal offence. In these cases, the Council is required to report the matter to the police.
I have read and agree to abide by the Acceptable Use Policy (Adult) as detailed in “Internet and Communications Technology Safety—Guidelines for Schools and Centres 2008”.
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STUDENT AUP (Education)
Agreement for Computer and Internet Use
Dear Parent / Carer

In Aberdeen City schools we want to give our children as rich a variety of learning opportunities as possible.

One of the ways of doing this is to give children access to the thousands of educational websites that are available on the Internet.

The Internet provides a great wealth of information that can enrich class work and the ability to use the Internet efficiently and responsibly is a skill that will be of value throughout a child's life.

It also allows a school to celebrate our children's work by publishing the work on a school website. Anyone with Internet access can go to the website and find out about the work of the school.

You probably realise that the Internet has sites that contain material that is unsuitable for children. All Aberdeen City schools  use an Internet Service Provider which filters out sites that contain unsuitable material. In addition, Internet access is normally supervised.

These precautions usually ensure that children are not exposed to inappropriate material but no system can guarantee 100% protection.

We explain to all students how to use the Internet and the school computers in a responsible way before they are given access. The Aberdeen City rules for acceptable use are attached.

Any student who breaks these rules may not be allowed to use the Internet in future and may face further sanctions for serious breaches of the rules.

We feel that the educational benefits of Internet use far outweigh the risks and that using the Internet is a valuable skill for all students.

Please sign the attached form and return it to me. If your child is old enough, he/she should sign the student section. (We suggest that children from primary 4 upwards will be old enough to understand the rules but individual children will vary.)
If you have any questions about this, please do not hesitate to phone me.

Yours

Head Teacher
Acceptable Computer & Internet Use Policy (AUP)

While using ICT resources, computers or the Internet in Aberdeen City Schools

1. I will only use the computer for educational activities and will not attempt to access chat rooms or Instant Messaging services.

2. I will not use bad language in any messages I send or attempt to bully or harass anyone.

3. I will not try to visit sites which might have material which others might find offensive—pornography, racist, violent or similar sites.

4.      I will inform staff if I find any inappropriate material on a computer I am using.

5. I will not reveal the personal address, phone number or password of others, or myself nor use another's password.

6. I will not use any computer in such a way that would disrupt the computer use of others, nor interfere with any computer security measures the school may have in place.

7.      I will not attempt to access files belonging to others.

8. I will respect copyright and not use anything I download without the approval of a member of staff.

9.      I will only upload, download or copy files with the permission of a member of staff.

10.    I am aware that monitoring and random checks are made on all computer use and email messages sent and received

All rules relating to computer use apply to all ICT resources, computer networks and stand-alone computers in the school.

These rules also apply to all information sent electronically within the school, including text messages and pictures sent by mobile phones.
AUP (Education) student
Agreement for Computer and Internet Use
PARENT/CARER

As the parent or carer of …………………………………………

I have read the rules for Acceptable Computer and Internet Use and understand that these rules apply when my child is using school computers and the Internet.

(If my child is old enough) I have gone through the rules with my child and explained their importance and the consequences of breaking the rules.

I understand that the school will make every reasonable effort to restrict access to all controversial material on the Internet, but I will not hold them responsible for materials my son or daughter acquires or sees as a result of the use of the Internet at school.

I give my permission to Aberdeen School to allow the student named above to use the computers and Internet in the school. (This can be changed at any time  by contacting the Head Teacher.)

Parent's / Carer’s signature

Date
This school may produce web pages, ICT presentations, video presentations, educational or interest articles for magazines or other media.  These materials are often used to show good practice and to celebrate a school’s achievements.

No child’s work or photograph will be used without his/her permission but we also need permission from parents and carers to be able to publish the child’s work or record activities by camera or video camera.  Please be assured that the child’s safety will always be of paramount importance and no personal information will be made public.  

Please sign this copyright release if you are happy for your child’s work to be shared in this way.  (This can be changed at any time by contacting the Head Teacher.)

Parent's / Carer’s signature

Date
STUDENT

I have read the rules for Acceptable Computer and Internet Use and know the importance of these rules.

I know that if I break these rules, I may lose the right to use the school’s computer facilities or face further disciplinary action.

Student's signature

Date

